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Abstract: - Images can be encrypted in many ways; several techniques have used different encryption methods. In this 

research, we apply a new modified International Data Encryption Algorithm to encrypt the full image in an   efficient 

secure manner, after encryption the original file will be segmented and converted to another image files. By using 

Huffman Algorithm the segmented image files are merged. And we merge the entire segmented image to compress into a 

single image. Finally we retrieve a fully decrypted image. Next we find an efficient way to transfer the encrypted images to 

multipath routing techniques, The above compressed image has been sent to the single path way and now we enhanced 

with the multipath routing algorithm, finally we get an efficient transmission and reliable, efficient image.   

 
Index Terms— Image Processing, Stenography, Cryptography, Multipath Routing.  

I. INTRODUCTION 

It is one of the emergent technologies, its uses in a variety of characteristics of a business. Image Processing plays 

a vital role in the research areas of computer science disciplines besides. An image can be converted into digital 

structure and act upon some function on it using Image processing; this is in order to obtain an enriched image. An 

input that can be given in the form of images, like video or photo and the output may be image or inimitability 

coupled with that image. Image processing system frequently contains treating images as two dimensional signals 

while giving an efficient set signal processing methods to them. It can be classified into five different types. It 

follows as visualization, image sharpening &restoration, image retrieval, measurement of patterns and image 

recognition.   

A. STEGANOGRAPHY HISTORY: 

The Steganography is the art of recent modern techniques in the world of multimedia and computer science for 

hiding information in communication. The word steganography is comes from Greek word which means “covered 

writing” it’s called stenography [2]. The most of the text where written on wax-covered tablets. This is to send a 

hidden message; anyone would scrape off the growth and write the message on the basic wood.  

i. Modern steganography: 

The Modern steganography not only buries the data, but it’s encrypts. Data are not only hided in images or any 

other, but it is also digital file. Due to deviations in the encoding of a song, it is also many different digital footprints 

which construct it difficult to use relative analysis to become aware of differing versions. 

B. Wireless Networking: 

In recent years a lot of networking techniques have been using several research methodologies. Networking, is an 

inter communication between the one system to another system. In our research we need to compress the image 

from one system to another system in multipath routing techniques in wireless networks. The sender sends the data 

from one system to another system; they need some more path, i.e)., sender send the data to the receiver through 

several nodes that are interconnection between those. Heretofore they are using one way communication in 

wireless networking, here we going to use multipath communication in our research to secure and reliable transfer 

of image. 

C. Cryptography:  

The word cryptography comes from cryptology which lies in earliest Greek. The word cryptology is has two 

components: namely "kryptos"& "logos", kryptosit means hidden and logosit means word. It is one of the very 

oldest safeguard military and sensitive communications. We define with an example, where the famous Roman 

emperor Julius Caesar used a Caesar cipher method to protect the messages from the unauthorized. The cryptology 

has two major divisions: they are cryptography and cryptanalysis [3]. The cryptographer looks for the methods to 
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ensure the protection and security of conversations whereas the cryptanalyst is a method to undo the previous work 

by splitting the systems. 

 

II.EXISTING SYSTEM 

In this paper, we are combining more than one domain like image processing, stenography, cryptography and 

wireless networking in orderly each has some of the drawbacks in every domain. Now we see algorithms that are 

used in the existing system and the drawbacks of the existing system. 

A. Compression techniques: 

The loss compression of JPEG standard technique has been introduced. JPEG (Joint Photographic Experts Group) 

is an international compression standard for regular-manner where it uses both grayscale and color. By using this 

wide range of applications for regular-manner images can be measured[2][3]. The two major basic compression 

methods of JPEG standard are one for loss compression, and another for lossless compression.  

 They have introduced just only the basic concepts of image compression of PEG standard. Although they don’t 

have much more point to detail out. The JPEG standard has become the most popular image form and has some 

properties to improvement. Fig-i it represents the comparison of the exiting quality of an image and its 

improvements.   

 
Fig-I JPEG Quality comparison 

B Cryptography techniques: 

This technique intends a novel scheme for separable reversible data hiding in encrypted images. The original 

uncompressed image can be encrypted using an encryption key [14] [16]. Later, a data-hider may be used to 

compress the least significant bits of the encrypted image using a data-hiding key to create a sparse space to 

accommodate some additional data. With an encrypted image containing additional data, if a receiver has the 

data-hiding key, he can extract the additional data though he does not know the image content. If the receiver 

knows the encryption key, then the receiver   can decrypt the received data to obtain an image which is similar to the 

original one, but we cannot extract the additional data of the image that has been decrypted. Where if the receiver 

has both the data-hiding key and the encryption key, he can extract the additional data and recover the original 

content without any error by exploiting the spatial correlation in natural image when the amount of additional data 

which is not too large. 

 

III.PROPOSED WORK 

A. Huffman Algorithm 

An algorithm which is used to compress lossless data is called Huffman coding [13]. This Huffman coding use of 

avariable-length code table for encoding a source symbol. With the use of that it builds an extended binary tree with 

a minimum weighted path length from a set of given weights. Let us consider with a linked list of partial trees. 

Initially, the list contains one entry for each character. In every iteration, we have to choose the two partial trees of 

least weight and construct a new tree consisting of an internal node plus these two as its children. Again insert the 

new tree back onto the list, where its weight must equal to the sum of its weights of the children’s. The length of the 

list should be reduced by 1 after n-1 iterations we have a list consisting of a single node, which is our decode tree. 

The principle is demonstrated as below. However, this isn't the way the how the code actually works out. For 

convenience, it builds the list backwards. 

Note: The weight of the least tree should be printed with italics in each step 

Initial list: 

A    B         C    D    E    F    G    space 

http://en.wikipedia.org/wiki/Variable-length_code
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Step 1 - remove C, D and add new node: 

 ( )   A    B       E       F    G        space 

.10     .10      .10       .30      .05     .05    .30 

 / \   / \   / \      / \        / \    / \         / \ 

C D 

Step 2 - remove F, G and add new node: 

 ( )    ( )    A    B    E   space 
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/ \    / \   / \    / \     / \    / \ 

    F G      C D 

Step 3 - remove A, B and add new node: 

( )   ( )  ( )  E    space 

.20   .10  .10   .30    .30 

/ \   / \  / \  / \  / \ 

        A B    F G  C D 

Step 4 - remove two partial trees and add new node: 

( )   ( )   E    space 
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  / \    / \ 
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Step 5 - remove two partial trees and add new node: 

( )   E   space 
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Step 6 - remove E, space and add new node: 

( )       ( ) 
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Chapter 2: Lossless compression 

Step 7 - construct final tree: 
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/ \  / \ 

  C D F  G 

For the performance of the algorithm structure of the initial list is O(n). Transforming to a tree involves n-1 (= 

O(n)) iterations. On each iteration, we scan the entire list to find the two partial trees of least weight = O(n) - so this 

process, using the simplest mechanism for storing the list of partial trees is O(n2). (It can be made O(n log n) by 

storing the partial trees in a heap. Printing the tree is O(n).Overall is therefore O(n2). However, we could reduce 

time to O(n log n) by using a more sophisticated data structure for the "list" of partial trees - e.g. a heap based on 

weight.We have applied this technique to individual characters in an alphabet. It could also be profitably applied to 

larger units - e.g. we might choose to have a single code for frequently occurring words (such as "the") or sequences 

of letters within words (such as "th" or "ing". 

B. Steganography:  

This concept introduces a best approach for Least Significant Bit (LSB) based on image steganography which 

improves the surviving LSB substitution techniques to improve the security level of hidden information. This is a 

new approach to substitute LSB of RGB true color image. The new security conception hides secret information 

within the LSB of image where a secret key encrypts the hidden information to protect it from unauthorized users. 

In common, LSB methods [20], hidden information is stored into a specific position of LSB of image. We have to 

know the reasons for the retrieval methods; hence anyone can extract the hidden information. In our research, the 

hidden information’s are stored into different position of LSB of image depending upon the secret key. As an end 

result, it is very difficult to extract the hidden information from the retrieval methods. We have used the Peak 

Signal-to-Noise Ratio (PSNR) [22] [20] to measure the quality of the stego images. The significance of PSNR 

gives better end result because our proposed method changes very small number of bits of the image. The result 

attained shows that the proposed method results in LSB based image steganography using secret key which 

provides good security issue and PSNR value than general LSB based image steganography methods. 

C. Cryptography techniques: 

In our paper, we propose a novel scheme for separable reversible data hiding in encrypted image, which consists of 

image encryption, data embedding and data-extraction &image-recovery phases. In our first phase, the content 

owner encrypts the original uncompressed image using an encryption key. Although a data-hider does not know the 

original content, we can compress the least significant bits of the encrypted image using a data-hiding key to create 

a sparse space to accommodate the additional data. With an encrypted image containing additional data, the 

receiver may extract the additional data using only the data-hiding key, or obtain an image similar to the original 

one using only the encryption key. When the receiver has both of the keys, we can extract the additional data and 

recover the original content without any error by exploiting the spatial correlation in natural image if the amount of 

additional data is not too large. If the lossless compression method in[1] or [2] is used for the encrypted image 

containing embedded data, the additional data can be still extracted and the original content can be also recovered 

since the lossless compression does not change the content of the encrypted image containing embedded data. 

Though, the loss compression method in [3] compatible with encrypted images generated by pixel permutation is 

not suitable here since the encryption is performed by bit-XOR operation. In the future, a comprehensive 

combination of image encryption and data hiding compatible with lossycompression deserves further investigation. 

 

 

 

 

 

 

 

 

 
Fig – (i). Original Image                                         Fig-(ii) The segmented images after encryption 

 

 

 

 

 
Fig- (iii). After merging image 
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D. Multipath routing algorithm:  

Routing is a challenging technique in a wireless multi-hop networks owing to the high loss rate and dynamic quality 

of wireless links. The recently proposed routing for any path has a way to avoid these shortcomings by using 

multiple next-hops for each destination [7]. We present a new routing pattern which generalizes opportunistic 

routing for wireless multi-hop networks. A packet is broadcast to the nodes in the set, and one of them forwards the 

packet on to the destination. In multi-rate [11] any path routing, each node uses both a set of next-hops and a 

selected transmission rate to reach a destination. Up to date, there is no theory capable of jointly optimizing both 

the set of next-hops and the transmission rate used by each node. We solve this by introducing Floyd’s algorithms 

for routing and which provides the proof of its optimality. The proposed algorithms will have roughly the same 

running time as regular shortest-path algorithms and are therefore suitable for deployment in routing protocols 

[5][7]. The measurements will be conducted in an 802.11b test bed network, and our trace-driven analysis will be 

examined for multi-rate any path routing is on average 80% better than 11-Mbps any path routing, with a factor of 

6.4 improvements in the best case. If the rate is fixed at 1 Mbps instead, performance improves by a factor of 5.4 on 

average. 

 

IV.CONCLUSION 

In this paper, we introduce three important techniques namely cryptography, multipath routing algorithm and 

steganography. The cryptography introduces a novel scheme for separable reversible data hiding [21]. The 

steganography approach for Least Significant Bit (LSB).And the multipath routing algorithm involves in the 

dynamic quality of wireless links. These three techniques are combined together along with the Huffman algorithm, 

to encrypt the image in an efficient way. The image that can be divided into six segments and which end results in 

a different new image 
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